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The Arms Control & Disarmament Centre (ACDC) at the Institute of Strategic Studies 

Islamabad (ISSI) in collaboration with the Hanns Seidel Foundation (HSF), Islamabad, organised 

an Online Workshop titled, “Internet, Artificial Intelligence and Quantum Technologies – 

Implications for Security and Foreign Policy” on January 20, 2021. Dr. Daniel Voelsen, Senior 

Associate at the German Institute for International and Security Affairs, Berlin, was the keynote 

speaker for the workshop.  

Malik Qasim Mustafa, Director ACDC, moderated the event. In his introductory remarks, he 

stated that the top emerging technologies like Artificial Intelligence (AI), 3D printing, drones, 

robotics, related commercial and military technologies and quantum computing are acting as 

“agents of change” at the beginning of 2021. However, it is important to note that access to such 

technologies, their application and the realisation of their true potential, sometimes creates 

complex challenges. “They have the potential to transform our future including our national 

security,” he said. The main objective of organising this event is to analyse how the interplay of 

the internet, AI and quantum technologies is going to impact security and foreign policy. Are 

emerging technologies going to increase competition or cooperation? How states are going to 

address complex challenges arising out of the use of these emerging technologies?  

While highlighting the significance of the internet, he said that the internet has transformed 

means of communications in such a way that it is affecting national security and conduct of 

foreign policy. Traditional diplomacy has been transformed into “Digital Diplomacy.” Moreover, 

states are ensuring the protection of cyberspace from cyber threats and cyberwarfare to safeguard 

their social, economic and national security interests. States are introducing strong data 

protection laws and regulations. Similarly, artificial intelligence is a rapidly growing technology. 

According to Government Artificial Intelligence Readiness Index 2019, AI is forecasted to add 

US$15 trillion to the global economy by 2030. According to the Organisation for Economic 

Cooperation and Development (OECD) Digital Economic Outlook 2020, by June 2020, over 60 

countries had developed a national AI strategy or policies on AI and others were following. AI is 

going to change state behaviour in major ways. The world is already witnessing a growing 

competition between major powers to dominate each other in the military application of AI. For 

example, “AI is expected to become more widely used in aids to decision-making” in command-

and-control platforms and as a potential “trusted advisor” in the future. Likewise, quantum 
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technology is not only opening doors to new technologies but is also enhancing the great power 

competition for “quantum supremacy.”  

In his welcome remarks, Ambassador Aizaz Ahmad Chaudhry, Director General ISSI, expressed 

his gratefulness for the support provided by the HSF, Pakistan for this workshop. He also 

appreciated the Foundation’s activities on the various issues of high significance for the national 

security and foreign policy of Pakistan. In this rapidly changing world, the great power 

competition is dominating the strategic landscape to an extent that the critical area of the “fourth 

industrial revolution” is being ignored by the states. The scale of change brought by the 

development of emerging technologies like AI, high-speed internet and quantum is 

flabbergasting. The international regulation of this fast-developing area is much slower than the 

change of pace in emerging technologies. These technologies offer solid gains for businesses, 

data analysis and medical research. However, they can also create major disruptions like cyber-

attacks, disruption of global financial markets and lethal weapon systems. It is important to 

understand how fast this spectrum of change will take place and how it is that governments and 

the international community will adapt to these changes.  

In his remarks, Dr. Steffen Kudella, Resident Representative, HSF Pakistan, said that 

technological developments like digitisation are and will be one of the greatest game-changers 

for the future of humanity. There are also non-traditional security challenges of these emerging 

technologies. HSF support the identification and analysis of such challenges as a form of new 

focus areas in Pakistan to promote peace, democracy and development.   

Dr. Daniel Voelsen, Senior Associate at the German Institute for International and Security 

Affairs, Berlin, gave a comprehensive presentation at the workshop. In the first section of his 

presentation, he discussed the security and foreign policy implications of the internet, AI and 

quantum technologies in detail. While talking about the security and foreign policy implications 

of the internet, Dr. Voelsen said that foreign policy often takes place on the internet. “We are 

now witnessing intense political debates about the global future of the internet,” he said. 

Furthermore, the internet is connecting people more than ever. This connectivity creates various 

opportunities but also new security risks for individuals, organisations and states. Cyber-attacks 

now affect all dimensions of the Internet from submarine cables to the Domain Name System 
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(DNS). These cyber-attacks are becoming more and more sophisticated due to the advancements 

in the field of AI. The development of the lethal autonomous weapon system (LAWS) is another 

dimension of military applications of AI. Furthermore, fierce competition among great powers 

over leadership in AI is taking place at the international level. Currently, there are different 

visions of AI particularly on the question of what kind of data can or should be fed into AI 

systems. Regarding the implications of quantum technology, he said that quantum technology is 

a fundamental risk to today’s encryption mechanisms. However, quantum technologies are at a 

very early stage of development and have not yet become an issue of foreign policy disputes.  

In the second section of his presentation, Dr. Voelsen elaborated on the two strategic 

perspectives on digital technologies. The “Chessboard Perspective” emphasises traditional 

powers resources like military, financial, etc. This perspective focuses on the concepts of 

territorial borders, formal rules and procedures e.g. multilateral negotiations and treaties. It also 

considers the state as the main actors in the global strategic landscape. However, the other 

perspective of “the web” takes into account the importance of non-state actors e.g. private 

companies and civil society, in addition to states.  

In the last and third section of the presentation, Dr. Voelson discussed in detail the approaches 

adopted by the states towards the “networked digital foreign policy.” According to him, the 

United States of America and China are following the approach of securing a central position in 

techno-political networks like occupying positions at critical junctures/chokepoints of networks 

while shaping the sub-networks to fit their national interests. “technological dominance” is the 

main pillar of national security. The US is making early investments in the development of 

underlying technology. It is also making efforts to support the domestic internet industry by 

creating new market opportunities and reducing regulatory obligations. Furthermore, the US has 

increased its efforts to shape the global development of the internet. While analysing Europe’s 

response towards this approach, Dr. Voelson highlighted Europe’s return to traditional 

geopolitics e.g., the ongoing debate on digital sovereignty in Germany. 

The second approach adopted by the state is isolating their part of the network by cutting almost 

all connections to the larger network. The Republic of North Korea is a prominent example of 

this extreme approach. In recent years, North Korea is not only avoiding connections with the 
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rest of the world but also building its cyber capacities. The third approach emphasises the 

diversification of state networks to avoid dependence on the central nodes and maintain a certain 

degree of strategic autonomy. Estonia falls into this category. Estonia is one of those countries 

that started the digitalisation of its national networks very early. With respect to its government 

operations, Estonia truly exhibits “digital sovereignty.” As a fully digitalised country, it has 

become the biggest attraction for digital companies.  

The presentation was followed by an interesting question and answer session.   

In his concluding remarks, Ambassador Khalid Mahmood, Chairman Board of Governors (BoG) 

ISSI, said that the world is witnessing a transformation from an electronic age to a new age of 

cyber, AI and quantum technologies. While providing a historical overview of technological 

development, he said that the world has witnessed numerous technological advances throughout 

history. However, the greater than ever speed of the technological advances in recent years make 

these emerging technologies unique. Moreover, these technologies are not only the new tools of 

human development but also new sources of disruptions in military and civil domains. On one 

hand, these technologies are helping humanity in the fields of medical diagnosis, stock trading, 

law and remote sensing but on the other hand, the misuse of these technologies especially by the 

non-state actors can create havoc particularly. So, what options do states have in this scenario? 

States should raise public awareness about these global technological transformations at a 

national level and invest more in research and development (R&D). He stressed that states 

cannot manage these emerging technologies alone, therefore, they should give more weight to 

public-private partnership and indigenisation in the various sub-fields of these technologies. 

However, this process requires consistent engagement with the relevant stakeholders especially 

the private sector, intelligentsia, media, law enforcement and civil society. In the emerging age 

of automation, states should also ensure human involvement at all levels. Developing states 

should concentrate on acquiring the indigenous capability to ensure access to safe technologies. 

Meanwhile, the international community must develop a global normative framework to regulate 

these technologies as they have successfully done in the past. States can only ensure productive 

use through wise management and internationally agreed regulatory mechanisms 

.  
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